Procurement Technical Assistance Centers (PTAC)

Posting NIST SP 800-171
Basic Assessment Results

SPRS

Supplier Performance Risk System



Agenda / Topics



Path to “Basic” Assessment in SPRS

Inside your company — conduct
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NIST SP 800-171 Basic assessment of your System Security Plan (SSP)
https://www.acq.osd.mil/dpap/pdi/cyber/docs/NIST%20SP%20800-171%20Assessment%20Methodology%20Version%201.2.1%20%206.24.2020.pdf
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\Vendor group CAGE hierarchy. Company aata =B POC

PIEE — assign PIEE — CAIVI approve
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N A User account(s) I Basic Assessment results
Administrator (CAM) /endor” role




Dun & Bradstreet (D&B)

Data Universal Numbering System (DUNS)




D&B — Obtain a DUNS

https://fedgov.dnb.com/webform/



D&B — Obtain a DUNS



D&B — Hierarchy Management (part 1)

https://sam.gov/SAM/transcript/Quick_Guide for Entities in_Organizational Hierarchy.pdf



System for Award Management (SAM)

Register Entity

< & . S =L c &
to do business with the U.S. government

https://www.sam.gov/SAM/



SAM — Register

Create A User Account

el

Register Entity
Start by creating a SAM user account.

After creating your SAM user account, log in to register

to do business with the U.S. government.



SAM — Establish EB POC



Commercial and Government Entity (CAGE)

https://cage.dla.mil/Info/about



SAM — Hierarchy Management (part 2)

CAGE1l
HLO) LS}

If your hierarchy is wrong, you won’t |
@ be able to select all your CAGEs '




Procurement Integrated Enterprise Environment (PIEE)

https://piee.eb.mil/piee-landing/



PIEE — Register

https://piee.eb.mil/piee-landing/

https://piee.eb.mil/xhtml/unauth/web/homepage/vendorGettingStartedHelp.xhtml




PIEE — Establish CAM

https://piee.eb.mil/documentation/CAM-VendorAppointmentLetter.pdf



PIEE — CAM approve SPRS roles




Supplier Performance Risk System (SPRS)

https://www.sprs.csd.disa.mil/



SPRS — adding an assessment

)
Step 1: in PIEE, select SPRS icon [\

Step 2: in SPRS, select NIST SP 800-171 Assessments

REPORT MENU ITEMS

NIST SP 800-171 Assessment

Step 3: create a header for

your HLO (required once) + Create New HLO CAGE

NIST SP 800-171 ASSESSMENT

HoOCAGECode: | || Toplevel CaGE search
Company Name: I

+ Create New HLO CAGE Confidence Level: -Select-

Assessment Standard: | NIST 5P 800-171




SPRS — adding an assessment

Step 4: select BASIC assessments, then +Add New Assessment

!AAAA : COMPANY A - (Return to Top)

Y Clear Al Filters | () Refresh @, Criteria Search

(® Add New gesessment
Mos Fﬁ' : Assessment E Confidence : Assessing CAGE

. . ]
Asse Score Level Standard used to Assess :  or DoDAAC Scope : Includeqf
1

05/19/ 90 BASIC NIST SP 800-171 ENCLAVE IAAA2/
A2, AV
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A3, 4
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05/19/2020 NIST SP 800-171 ENTERPRISE !AA:l
Al,|
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1
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20 v items per page

‘t see this: @ Add New Assessment



SPRS — entering results

Step 5: enter assessment results

NIST SP 800-171 ASSESSMENT

Enter Assessment Details

Assessment Date:

Check this box if Score:
your HLO is a CAGE Assessing Scope:
coverEd by the SSP Plan of Action Completion Date:

System Security Plan (SSP) Assessed:
SSP Version/Revision:
SSP Date:

Open CAGE Hierarchy
Included CAGE(s):

Include HLO
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